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Linux: A comprehensive introduction

How to Use this User Guide

This handbook accompanies the taught sessions for the course. Each section contains
a brief overview of a topic for your reference and then one or more exercises.

Exercises are arranged as follows:

e A title and brief overview of the tasks to be carried out;

e A numbered set of tasks, together with a brief description of each;

e A numbered set of detailed steps that will achieve each task.
Some exercises, particularly those within the same section, assume that you have
completed earlier exercises. Your teacher will direct you to the location of files that
are needed for the exercises. If you have any problems with the text or the exercises,
please ask the teacher or one of the demonstrators for help.

This book includes plenty of exercise activities - more than can usually be completed
during the hands-on sessions of the course. You should select some to try during the
course, while the teacher and demonstrator(s) are around to guide you. Later, you may
attend follow-up sessions at ITLP called Computer8, where you can continue work on
the exercises, with some support from IT teachers. Other exercises are for you to try
on your own, as a reminder or an extension of the work done during the course.

Text Conventions

A number of conventions are used to help you to be clear about what you need to do in
each step of a task.

+ In general, the word press indicates you need to press a key on the
keyboard. Click, choose or select refer to using the mouse and clicking on
items on the screen. If you have more than one mouse button, click usually
refers to the left button unless stated otherwise.

+ Names of keys on the keyboard, for example
the Enter (or Return) key are shown like this ENTER.

* Multiple key names linked by a + (for example, CtrL+2z) indicate that the first
key should be held down while the remaining keys are pressed; all keys can
then be released together.

*  Words and commands typed in by the user are shown like this.

+ Labels and titles on the screen are shown like this.

* Drop-down menu options are indicated by the name of the options separated
by a vertical bar, for example File|Print. In this example you need to select
the option Print from the File menu or tab. To do this, click when the mouse
pointer is on the File menu or tab name; move the pointer to Print; when
Print is highlighted, click the mouse button again.

* A button to be clicked will look like this.

+ The names of software packages are identified like this, and the names of
files to be used like this.
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1 Introduction

Today's course is divided into four parts each of which consists of a
presentation followed by exercises.

e (Getting started: the desktop, office applications, the terminal.
e Using the command line.
e Editors, regular expressions, shell scripts.

e Working on remote computers.

1.1. Aims for Today
The course is designed to help you become a confident Linux user. The
topics covered are described in the Course Outline below.

1.2. Course Outline

1.2.1. Session One
This session will cover:

e A brief history of Linux.
e What is Open Source software?
e Who uses Linux.
e Office applications in Linux.
e What is a shell?
e Some simple commands.
The exercises will look at:
e Exploring and configuring the Linux desktop.
e Exploring LibreOffice applications.

e Simple use of the command line.

1.2.2. Session Two
As well as a powerful and useful desktop, Linux also has a command line
interface. This session starts to explore the command line. We will look at

e Viewing files, pathnames, getting help.

e Pattern matching

e Pipes or how to build your own commands
The exercises will cover:

e Using commands to manipulate files.

e Getting help.
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e Using patterns for searching for files.

e Building your own commands.

1.2.3. Session Three
This session builds on the previous session's introduction to the command
line. We will use the command line to do more complicated searches. We will
also look at shell scripting.

+ Regular expressions.
+ Text editors.
* Writing shell scripts.
The exercises cover:
+ Using regular expressions patterns for searching.
* Building your own commands.

+ Using an editor to develop shell scripts

1.2.4. Session Four
The final session looks at ways of using remote computers. It will also briefly
discuss managing your own computer.

+ Remote access commnds.
+ Using package managers to find and install software.
The exercises will cover
+ Using ssh to access a remote computer
+ Using scp to move files and directories between computers

+ Using screen to leave a program running on a remote computer after
disconnection
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2 Getting started
Here are some things to try to help you get to know Ubuntu Linux.

Exercise 1 A first look

This is the standard Live Ubuntu start-up screen.
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Let's look at the screen more carefully. The strip along the top of the screen is a menu
bar a bit like the one on a Mac. For some applications - Firefox for example - the
menus appear on this bar as well as on the window itself. At the right hand end of the
bar you can see various icons.

ty Bl o z212pm 3%

These are:
» Network connections.
+ Language and keyboard settings.

Volume control.
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+ Time (can be configured to include the date).

+ Systems settings and logout.
On the left side of the Desktop is the Dash.
Under the Dash you should see a vertical list of popular applications. If you hold your
mouse over any of these icons then their name pops up.

From the top these are:

§ Dash home Find and start applications

—

‘ Wl [nstall Ubuntu Install Ubuntu on your PC. Don't use this now!

E Home Folder Find files and folders and explore the system
- i Firefox Web Browser Browse the web

é LibreOffice Writer Word processor, similar to Microsoft Office
LibreOffice Calc Use spreadsheets, similar to Microsoft Excel
= LibreOffice Impress Create presentations, similar to Microsoft

Powerpoint

| i Ubuntu Software Center Find, add, update and remove applications

B Link to Amazon This can be removed.

& System Settings Change how your Ubuntu system is set up

. Local disk Where the local system and data are stored

The desktop itself has a folder called Examples which contains a directory (or folder)
with two examples of different applications: a music file and a video file. The Install
icon can be used to install Ubuntu on your PC. If you have time at the end of the
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exercises, have a look at the information in Examples folder, but please don't click on
the Install Ubuntu icon.

Exercise 2 Changing the keyboard layout
The keyboard is currently set up with the US-style layout. To set it to a UK layout
i. Right click on En on the top right bar and select Text Entry Settings ...

Text Entry

AllSettings TextEntry

Input sources to use: Switch to next source using:

English (US) | super+Space

Switch to previous source using:

[ shift+Super+Space

© Use the same source for all windows
) Allow different sources for each window

New windows use the default source
New windows use the current source
Showinput candidates: | Vertically ~
M i - sans
+ = Al = Using custom font: Sans 10
Show current input source in the menu bar Keyboard Settings...

ii. Click on the + sign towards the bottom left corner.

Choose an input source

Select aninput source to add

B e e i’ |

English (Mali, US Macintosh)
English (Nigeria)

English (programmer Dvorak)
English (right handed Dvorak)
English (South Africa) -
English (the divide/multiply keys toggle the layout)
English (UK)

English (UK, Colemak)

English (UK, Dvorak)

English (UK, Dvorak with UK punctuation)

Ennlich 11¥ aviandad lalink e

Cancel Add
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iii. Scroll down or search to find English (UK), select this and click Add.

Text Entry

AllSettings TextEntry

Input sources to use: Switch to next source using:
English (US) \‘ Super+Space
English (UK) Swikch to previous source using:

| shift+Super+Space

© Use the same source for all windows
) Allow different sources for each window
New windows use the default source

New windows use the current source
Show input candidates: | Vertically ~

M P . €anc '
= ~v = Using custom font: Sans 10

Show current input source in the menu bar Keyboard Settings...

iv. Now select English (US) and remove it by clicking on the - at the bottom lefthand
side of the window.

v. Close the window by clicking on X.

Exercise 3 The home area

When you log onto a Linux system you are located in your home area. This is where
any files that are created during this session are saved. See if you can find a quick way
to open a window which shows the contents of your home area. The answers are at the
end of the exercises.

Exercise 4 Getting to know the desktop

I. Finding applications
From the Dash panel find
i. The Firefox Web Browser
ii. LibreOffice Writer
iii.System Settings

Experiment with opening and closing these applications.

II. Window operations
We're going to experiment with actions on windows. Start Firefox. Make sure
you can do the following to this window

i. Maximise - make full screen size.
ii. Minimise - close the window and send to the dash.
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iii.Restore - bring back a minimised window from the dash.

iv. Close - exit from a window permanently.

v. Resize - make the window smaller or larger.

vi.Display options for a window. [Hint: right click on the dark grey bar at the

top of a window.]

Did you notice that when you have started an application there are small arrows
to the left and right of the icon on the dash? What happens if you click on a
different application? Did you notice the arrow on the right move to the new
application? What happens if you open a new copy of the application so that
there are two (or more) instances running?

II1. Configuring your desktop
System Settings allows you to configure your desktop environment and many

other features.
i. Open the System Settings menu and click on Appearance.

System Settings

All Settings
Personal
S (& & L) [
= = = e’ =
Appearance Brightness & Language Online Security & Text Entry
Lock Support Accounts Privacy
Hardware
_ .
¥ B = (| o &
LS = = U D | ‘
Bluetooth Color Displays Keyboard Mouse & Network Power
Touchpad

Printers Sound Wacom Tablet
System
0 @® B w
Backups Details Landscape Software & Time & Date Universal User Accounts
Service Updates Access

ii. Change your wallpaper. Note that on this version of Live Ubuntu the range of
backgrounds is rather limited. There will be more variety on an installed

version.
iii. Have a look at Themes.
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iv. A very useful feature in Linux is the use of multiple workspaces or desktops.
This allows you to organise work more efficiently and reduce clutter. To set up
multiple workspaces do the following:

o Click on Appearance and then choose Behaviour (next to Look).

Appearance

AllSettings Appearance

Look @ Behavior

Auto-hide the Launcher ( [OFF|
The launcher will reveal when moving the pointer to the defined hot spot.

Top left corner
Reveal sensitivity Low High
Enable workspaces | Add show desktop icon to the launcher

Show the menus for a window

© Inthe menu bar
In the window's title bar

Restore Behavior Settings

o Make sure Enable workspaces is checked. Then exit from System
Settings.

°  You should now see a small four square grid on at the bottom of the icons on
the left side.

Now find two ways of moving an open window from one desktop to another.

v. More difficult: Change some keyboard shortcuts. Go to Keyboard in the
Hardware section) and use this to set up a quick way to switch between so
worspaces. In the Navigation section, look for ‘Switch to workspace 1’ and
replace ‘Disabled’ by, for example, CTRL1. Do this for all for workspaces. You
should now be able to switch between workspaces using these keystrokes.
Keyboard shortcuts allow you to use keys rather than the mouse to perform
actions. Some keyboard shortcuts are pre-configured.

The answers are at the end of the exercises.
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Exercise 5 Finding your way around

Go to the Dash and open Files.

Places
O Recent I .j ﬂ j
m Desktop Documents Downloads Music

[ Desktop . i
[} Documents J ﬂﬁ E .]
< Downloads OneSession Pictures Public Templates
dd Music
[ Pictures ﬁ
H videos Videos
i Trash
Devices

[® 320 GB volume

[® computer
Network

27 Browse Network

B connect to Server

You can use Files to browse files and directories (the Linux equivalent of folders).

You should be in an area called Home. When you open the file browser it starts in
your home directory. This is the place where your files will be stored by default - that
is if you don't specify another location.

You can look at the organisation of files and directories either as icons or lists. If you
move your pointer towards the panel at the top of the screen a series of menus should
appear.

Files File Edit View Go Bookmarks Help

Home

~

You can change the amount of information you see for each file and directory with
View - List. This gives you much more information about files.

Do try out other features of the File Browser if you have time. For example when View
- List is set you can see the directory in a tree structure. To do this use Edit -
Preferences - Display and check 'Navigate folders in a tree'.
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See if you can find a directory that you can't see inside. We will talk about how
privileged accounts are used in the final session.

Exercise 6 Exploring Workspaces

* On the dash - the column on the left hand side of your screen - you should see the
Workspace Switcher. The switcher allows you to move from one workspace to
another.

+ Try this now.

*  You shouldn't see anything change yet as there are no windows open so all your
desktops are empty. Now, select desktop 1 and open the Firefox browser . Once it's
started up, move to Desktop 2 and start the System Settings. Now when you move
between Desktops 1 and 2 you see things change. Try it now. Finally in Desktop 3
open the Home Folder window. This shows the files you have which will change as
you go through the exercises.

Exercise 7 Finding applications not on the dash

There are only a limited number of applications on the dash. What if you want to use
something that isn't there? Click on the dash icon displays a window like this:

® o
# Shortcuts

Media Apps Internet Apps More Apps Find Files

( s

Browse the Web View Photos Check Email Listen to Music

To find an application you can either browse for it by category or search in the search
box. In later sessions we will be needing a terminal window. Enter terminal in the
search box and see what happens. You may not need to type in the whole word to get
what you want.
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Once you have found what you want, a single click on the icon will open the
application. As well as opening the application, an icon should also appear on the
dash. If you right click on this icon, you can keep the application there by selecting
'Lock to launcher’, even after you have closed it. Test this with the terminal window.

The following two exercises look at the Libreoffice equivalents of Microsoft Word and
Microsoft Powerpoint. As time is short, choose the one you are most likely to find
useful.

Exercise 8 Word Processing
Start LibreOffice Writer from the dash.

Write a short document (perhaps a covering letter for a job application for example).
Don't spend too long on this but see if you can find out (from your experience with MS
Word or similar) how to insert things like tables, do indentation and so on. If there's
something you'd like to see but you're not sure where it is, ask for help.

Now save what you've done. By default the file is saved in ODF (Open Document
Format). Once you done this, see if you can find out how to save a document in MS
Word format instead. You can also save the file in PDF format. Again see if you can
find out how to do this (it's not in quite the same place). Use the Home Folder Window
on Desktop 3 and you should see the new file there.

Now let's close this document by clicking on File and Close.
Use your Firefox browser to visit http://www.stats.ox.ac.uk/pub/susan/linux/

You should now see an MS Word file, Usingmsc.doc, available for downloading. Save
this file (right click on the link) and make sure it has downloaded by checking your
Home Folder Window. Go back to the word processor and open this file. It should work
perfectly even though it was created with MS Office.

Although most MS Office files work with LibreOffice, a few don't convert very well so
be warned that it's not 100%compatible. (Maybe 98% is a fair number).

Now close Writer and go to the StackExchange exercise.

Exercise 9 Slide shows

Use LibreOffice Impress to make your slide show; it is an application similar to MS
Powerpoint.

You don't have time to make a large presentation today so we suggest as an exercise
that you make one or more of:

+ A three page presentation about your course/research
* A poster for an event/party
» A flier for Ubuntu Linux

Use the Firefox browser in Desktop 1 to search for and to download images and insert
them into your presentations. Ask your demonstrators if you can't find the features
you want to use.

Save your work as both in Open Document format and MS Powerpoint format.

Now close the application.
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Exercise 10 StackExchange

We will now look at another source of information and help that is available.
StackExchange provides a gateway to communities of expertise. A particular benefit of
the sites is the lack of additional chat - in general there is a strong focus on direct
answers to questions. Browse to http://stackexchange.com/about to find out more.

Browse to http://www.stackexchange.com and click on 'Explore our sites!' to see the
huge range of topics covered. Let's investigate the 'Ask Ubuntu' site. On my browser
the link to this site appears in a large orange box to the right of the large
'‘Mathematics' box which is near the top on the left hand side. If you can't find the link
then use the browser search feature (usually CTRL+F) and enter Ubuntu.

When you click on the 'Ask Ubuntu' box you should see a 'Visit Site' button. Click on
this.

Now click on 'Take the 2-minute tour' to see a brief guide.

If, at the end, you have time have a look at other useful sites such as 'Unix &
Linux'.

Exercise 11 Starting a terminal window

Now that you are more familiar with the Ubuntu desktop, let's start looking at the
command line interface.

The first thing we need is a shell prompt/command line. When using a graphical
desktop there is usually a terminal application which gives you access to the command
line.

Click on 'Dash home' and search for Terminal. When you have found the terminal open
it. If you want to keep it on the dash, right click on the icon on the left hand side of the
screen and select 'Keep in launcher'.

You should see a Window open that looks like this:

-0

ubuntu@ubuntu: ~
ubuntu@ubuntu:~$ |j

Note that it's perfectly possible to have a command line with no graphical desktop at
all. This is often the case with server systems which are not used interactively and
need all the processor power and memory they can get for computation.
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We will be finding out more using remote server systems in the final section.

Exercise 12 Where am I? What'’s all this?

Let's start to look at navigation of the Linux file system. The following commands are
introduced:

Command Purpose

pwd print working directory. In other words,
“where am I?”

1s [options] directory List files. If used on its own, it lists

everything in the “current working

directory” (where you are currently
“located”).

file filename Tells you what sort of file the file called
filename (for example) is.

cd Change directory. In other words, “please
change my current location”.

man command Command manual pages.

Note that all commands are typed in lower case. There are very few Linux commands
which have any uppercase (CAPITAL) letters. We will look at case-sensitivity and file
names in the next session.

Right away we can see how quiet Linux commands are by default. Try typing in
cd

at the ubuntu@ubuntu:~$ prompt and you will get no output at all. This does not mean
that anything has gone wrong. For many commands, no output means successful
completion.

A digression on prompts. You can customise your prompt to look however you like. We
won't do that now, but you will notice that it changes as you move around the file
system.

Not all commands are silent. Try
pwd

You should get a response like: /home/ubuntu. Now try
1s

You should now see a listing of all the files in the directory /home/ubuntu. Let's try
finding out what sort of files each is. Take the file “Desktop”.

file Desktop
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The shell tells you that this isn't a regular file, it's a directory. In other words it's a
special file which acts as a holder for yet more files (like a folder in Windows). If you
now try

file Desktop/*

you should see a description of the two files in that directory.

TIMESAVING INFORMATION

If you haven't already tried this then you should now. A lot of typing can be avoided by
several useful shortcuts. The <tab> key can be used to complete commands file
names and the arrow keys to recall previous commands and perhaps change them.

Exercise 13 File and directory manipulation

Now you are going to create a directory and put some files there. The commands you
need are

Command Purpose

cd change directory. In other words,
“please change my current location”.

mkdir directoryname create a directory called
directoryname
touch filel file2 create one or more empty file(s)

called filel, file2

cp filel file2 copy filel to file2. Can also be used
to copy whole directories.

1s List files. If used on its own, it lists

everything in the “current working

directory” (where you are currently
“located”).

rm filel remove (or delete) a file called filel.
Can also be used to remove whole
directories.

cd

mkdir directoryl

cd directory1

touch filel file2 file3 file4
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Remember that words in italic should be replaced by names that you have chosen.
Experiment to see what happens if you are not in your home directory. What happens
if you try to create a directory in /usr/bin? Is there anywhere outside your home
directory where you are allowed to create directories? [Hint: look at the top level
directory / - you should be able to create a files and directories in one of those. The
name of the directory might also be a clue. Check in the Answers section below.]

Use the cp command to copy one file to another and then use 1s to check that you
have done what you want. Then delete a file using

rm filel

Now we are going to copy one directory to another. The commands you need are
cd
cp -r directoryl directory2

Use 1s to make sure you have done what you want. The new directory should contain
exactly the same files as the old one. Note use of the -r option. This makes cp copy the
contents of a directory - this is known as a recursive copy.

Finally remove the new directory with
rm -rf directory2

Note that this is a dangerous command and should be used with care!

Use 1s to check that this has worked. You should now be familiar with these simple file
manipulation commands. Remember that in Linux the rm command really does delete
files. There is no Recycle Bin to retrieve files that were deleted by mistake.

THIS COMPLETES THE EXERCISES FOR SESSION ONE
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3 Command line exercises

Exercise 14 Viewing files

We're going to download some files and directories which will be used during these
exercises. Although it is possible to use a browser to download this file you can also do
this from the command line. Use

cd
wget http://www.stats.ox.ac.uk/pub/susan/linux/LinuxFiles.tgz?

to download the files and then
tar -xvzf LinuxFiles.tgz

to unpack them.

Command Purpose

cat file show the whole contents of a file
called file

more file display the contents of file a
screenful at a time

less file display the contents of file a
screenful at a time but with more
options. For example, after starting
less you can enter 6 and go straight
to the end of a file and then move
backwards.

Use the following commands to look at the contents of the file google.txt.
cd Files
cat google.txt

This is not very useful if the file is more than a screenful.
more google.txt

Note that <space> takes you to the next page and q will quit before the end of the
file. Now try

less google. txt
See if you can get to the end of the file. Then use q to exit.

This command is not available on MacOS. Use curl instead. For example
curl -0 http://www.stats.ox.ac.uk/pub/susan/linux/LinuxFiles.tgz
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Exercise 15 Absolute and relative pathnames

We're now going to make use of two things, the ls command and the knowledge that
the file called /usr/share/info is a directory, to illustrate the concepts of absolute
and relative pathnames.

cd
cd ../../usr/share
1s info

and you will get a listing of the contents of the directory.
1s /usr/share/info

and you should get the same list of files.

The absolute (i.e. complete) location of the info directory is /usr/share/info. We
have just asked to see what is kept inside it in two different ways. The first is a
relative pathname while the second is the full or absolute name.

Imagine the info directory is a particular house, say 42, High Street, Abingdon and I
ask you to deliver a letter there. I could tell you to deliver the letter to “ 42 High
Street, Abingdon”: the full/absolute address. No matter where you are in the UK,
that's enough information. However, if you were already in Abingdon I could tell you to
deliver the letter to the relative address of “ 42, High Street” or even better, if you
were standing on the high street just “number 42” would be enough.

The “1s info” command above worked because you were already in the
/usr/share/directory. It wouldn't work from somewhere else. The command “1s
/usr/share/info” command will work from anywhere (although it's more long
winded). Let's prove it by changing our current location using the c¢d command to go
back to the home directory

cd
cd Desktop
pwd

you should get “/home/ubuntu/Desktop” i.e. you have moved into the Desktop
directory.

1ls /home/ubuntu/Desktop

should give you the list of files in that directory. In fact you could use “1s” on its own
without the name of the directory because you have already moved there with cd.
Let's see what happens when we deliberately do something wrong:

1s Desktop

should give you an error saying there is “No such file or directory” which is correct.
The command fails because Desktop on its own is a relative name and you've started
from the wrong place.

Let's expand the idea of relative and absolute path names using the cd command.
Make sure you are still in the Desktop directory before you start (check with pwd).

pwd
cd ..
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pwd

cd ..

pwd
and so on until you can't go any further (you won't see an error, you just stop going
anywhere). “..” is a special location which means “up one level”. All directories
contain a “. .” so you can go up a level. The exception is called “/” or sometimes “the
root” or just “slash”. You can't go any higher than / so “..” doesn't take you
anywhere. Note that there is another special directory called “.” which means
“current location”. All directories contain a “.” directory and we'll see why it is

needed later.

During the above task you went up the directories one level at a time. Now let's
reverse the process and go back to the Desktop directory one level at a time. You
should be in “/”.

Note that you don't have to do the pwds but it may help you visualize what is going on.
You can also use 1s to have a look around each level if you have time.

cd home
pwd
cd ubuntu
pwd
cd Desktop
pwd
Try to answer/do the following:
Were you just using absolute or relative paths?

1. Now try to get back to the root (or “/”) directory with one command only using an
absolute path.

2. Now get back to the /home/ubuntu/Desktop directory using one command only.

3. What are the contents of the “/” directory? From your home directory use one
command only to find out.

Exercise 16 Help commands

Command Purpose

man command Read the manual page for a
command. So man 1s which give you
details about 1s and man more would
give you details about more.

apropos word Search manual pages for names and
descriptions. So apropos copy
would list all the commands that
have the word copy in the
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Command Purpose
description.
which command Displays the location of the

command you are using.

whatis command Gives a brief description of a
command.

If you know what command you need, you can use the man command to find out the
details of that comand. Try it with a few of the commands you have used already. Not
all commands have as many options as 1s!

man 1ls
to find out details of the 1s command.
1. What option is used to display modification time?
2. What option is used to display the size of a file?

3. How can you reverse the order of the sort so that the largest/most recently
changed file is at the bottom of the list?

4. Check that they do what you expect.

Sometimes you might not be sure exactly what the command is. In that case you can
use the apropos command which finds all command descriptions which match a given
word. So to find out what commands there are to manipulate files are available use

apropos file

Note that the output from this command is very long. We will look at a neat way round
this in the next session. Here is a real life example. I needed to know which command
in this Ubuntu distribution was the equivalent of Microsoft Draw so I ran

apropos draw

See if you can see the name of the command I used. The answer is at the end of the
exercises.

Sometimes you need to know where Linux stores command. Use which to display the
location of the file. Try it with less, more, cp, apropos:

which apropos
which cp
which more
which less

Did you notice that more and less are stored in different places? The directory /bin
conventionally is used to store a few necessary commands that can be used if all else
fails. Finally you may have seen a command and want to know briefly what it does.
Use the whatis command to find out. Try this on some commands.
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Exercise 17 File and directory names

These are the commands that will be used:

Command Purpose

cd change directory. In other words,
“please change my current location”.

cat file show the whole contents of a file
called file

We’re going to look at some of the problems you can encounter with files and
directories. You should have a directory called Files. Now do this

cd
cd Files
cd TestDir

First look in the Cases directory.
cd Cases

Make sure that you can read all three files there. Now look in the OpenThis directory.
cd ..

cd OpenThis

1. Now see if you can read the files star, astar and *star. What happens when you
try to read the file called *star? The * character has caused confusion because it is
a wildcard - it matches any character. We will be looking at wildcards and pattern
matching in a later exercise. See if you can read this file without reading the other
ones. Using google is not cheating!

2. Now change into the directory Open This. Double quotes or backslashes help.

3. Now try to read the file called -ReadMe. Using quotations round the filename or the
escape character (\) won’t work this time. In each case the command (one of cat,
more or less) is interpreting the leading - (hyphen) as an option. Again, don’t be
afraid to google to see if you can find the answer to this. Try deleting the file called
-DeleteMe. To help you with this, man less says:

- A command line argument of "--" marks the end of option arguments
Any arguments following this are interpreted as file-names. This can
be useful when viewing a file whose name begins with a "-" or "+".

See the answers for some suggested solutions.

24 IT Learning Centre



Linux: a comprehensive introduction

Exercise 18 Looking at files

These are the commands that will be used:

Command Description

cat file Show the entire contents of a file called file.

head file Display the first 10 lines of a file.

less file Display the contents of file a screenful at a time but with

more options. For example, after starting less you can
enter G and go straight to the end of a file and move
backwards.

man command Read the manual pages to read all about a command. So
man head

would describe how to use the man command.

more file Display the contents of file a screenful at a time.

tail file Display the last 10 lines of a file.

we file Counts the number of characters, words and lines in a file.
Using

cd Advanced
cat longfile.txt

you see all of longfile.txt; using
less longfile.txt

gives you a screenful at a time. Use the spacebar to move on a screenful, G to go to the
end of the file and q to exit. Now use

head longfile.txt
and
tail longfile.txt
to look at the first and last 10 lines of the file.

Now use the we command to find out the number of lines, words and characters there
are in

longfile.txt.
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Exercise 19 Using wildcards to match filenames

File globbing or wildcard expansion allows you to use special characters to match
more than one file or directory name.

Character What it matches

* The * (asterisk or star) matches any number of characters
or none.
? The ? (question mark) matches exactly one occurrence of

any character.

[ 1 Matches any characters in a given range.

Change back to your home directory (if you are not already there) and then change to
the directory called WildCards.

cd
cd WildCards
Now experiment with wild card characters. What do the following match?
1s foo?
1ls foo2*
1ls foo[1l-2]

What command would you need to match just foo20 and foo2bar? [Hint: you might
need to use more than one wild card character.] The answers are at the end. Now use

we -1 *

to find the length of each file. Note that the -1 is a hyphen followed by the lowercase
letter 1. You should see output like this:

1 foo
2 fool

2 foolO

1 foo2

1 foo20

3 foo2bar
10 total

Now see if you can create a match so that we -1 just shows the files with a 1 (the
number one) in their name. Again a possible answer is at the end.
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Exercise 20 Searching and sorting

In this exercise we will use commands to search for patterns within files and sort the
contents of files.

Command Description

grep pattern file Search for the characters in pattern within
file.

sort file Sorts the contents of one or more files.

Now change into the Searching directory.
cd
cd Searching

I suggest you use the cat command to check the contents of the two files, fruit and
veg, so that you can see what they contain. Now use

grep melon fruit
Can you see what has happened? Only the matching lines in the file are shown. Try
grep green fruit veg

What do you think has happened here? Did you notice that the file names were
included in the output. This is because more than one file (both fruit and veg) has
been searched and so the output informs us where the matches were found.

Using
man grep

see if you can find the option that causes grep to ignore case so that both Melon and
melon would be found.

Finally use the sort command to order the files. Note that you can sort more than one
file which merges the output of all the files.

sort fruit veg

What is the option that reverses the order - so that the fruit and vegetables are sorted
in reverse alphabetical order?

Exercise 21 Pipes and redirection

In this exercise we are going to explore two very powerful command-line features
which increase the flexibility and range enormously.

Command |Description

du -sk Displays sizes in Kilobytes of all files in a directory.

grep Search for the characters in pattern within file.

IT Learning Centre 27



Linux: A comprehensive introduction

sort Sorts the contents of one or more files.

tail View the last few lines of a file

wc Counts the number of characters, words and lines
in a file.

and we will be using the following characters. If you haven't already remapped your
keyboard you should do that now.

Character Purpose

> Sends the output from a command to the named
file. If the file already exists the previous contents
will be lost. If the file doesn't exist it will be
created.

>> Appends the output from a command to the named
file. If the file doesn't exist it will be created.

< Reads input from the named file. NB This option is
rarely used.

Uses the output from one command as the input to
the next.

Almost all Unix/Linux commands use standard input for receiving instructions and
standard output for displaying the results. So we could run

grep green fruit veg > output

which would store the output of the grep command in a file called output. Check this
with

cat output
If you run the command again, this time using
grep green fruit veg >> output

you should see that there are now two copies of the output. It is also possible to use <
redirect the input from the keyboard to a file. For example

cat <output
also works.

In the previous exercise we used grep to look for occurrences of the word green in
two files. Obviously in this short example we can count how many times green
appears, but when there are many matches it would be useful to use wc to find out. We
can redirect the output from the command into a file.
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Note that in all cases the -1 option to the we command is a minus sign followed by the
lower case letter 1.

grep green fruit veg >output
and then run wc on the file
wc -1 output

but it would be much more efficient to join the two commands together with a pipe.
Use

grep green fruit veg | wec -1

Here the two commands grep green fruit veg and we -1 are joined together by a
special symbol called a pipe.

Exercise 22 Finding the largest file

Now we're going build a longer command which will find the 5 largest files in a
directory. When building pipes of commands it often helps if you make sure each link
in the pipe works before adding the next.

First display the size of all the files in the /usr/bin directory.
du -sk /usr/bin/*

Now sort this output by size, so that the largest are first.
du -sk /usr/bin/* | sort -nr

Now display the final 5 lines which will be the 5 largest files.
du -sk /usr/bin/* | sort -nr | head -5

Now how you would you find the 5 largest files in the /usr/bin directory beginning
with the letter 's'?

Exercise 23 Merge information from different files

Command Description
awk A pattern scanning and text matching program.
paste Merge lines of a file

This is a rather contrived example but demonstrates some very useful Unix/Linux
commands. Make sure you are still in the Searching directory.

cd
cd Searching

Now we are going to use the awk command to print out only the first column of the file
called creatures. Have a look at the file before you run this command.

awk '{print $1}' creatures
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What do you think would appear if you replaced $1 by $2? Make sure you copy the
command exactly. In particular you need the single quote character and curly
brackets. Now change this to

awk '{print "A", $1, "eats"}' creatures

As well as a list of animals you should also see that the words “A” and “eats” appears
either side of each animal. Now we are going to use the paste command to include the
output from the fruit file.

awk '{print "A", $1, "eats"}' creatures | paste -d" " - fruit

Again, make sure that you have entered the commands exactly as they appear here. To
explain what the paste command is doing: the -d” “ option makes a space rather
than a tab appear before the name of each fruit, the — before fruit means that the
output from awk. .. is included.

Now see if you can make the fish eat the vegetables!

See the Answers section below for an answer.

Exercise 24 Unpacking a longer example

In this exercise you will look at a longer example and repeatedly remove commands to
unpack a complex command. Enter these commands.

cd
cd Advanced

cat my wordcount

We will be using these commands

Command |Description

sed sed allows you to change the contents of a file; frequently
used in pipes.

sort Sorts the contents of one or more files.

tail View the last few lines of a file

tr Translate either groups of characters or single characters.
uniq Report or remove duplicate lines.

When you run the commands
chmod +x longfile.txt

./my_wordcount longfile.txt
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you should see output like this:
6 microsoft
6 more
6 mr
6 said
6 that
7 has
7 yahoo
8 engine
9 and
9 on
10 pages
10 web
11 in
12 of
13 its
14 a
15 search
16 google
20 to
29 the

This is a list of the 20 most common words used in the file longfile.txt. Now, from
the command line, we’re going to run the command repeatedly, each time removing
the final element, to unpack how it works.

Using the mouse, copy the contents of my wordcount and paste into the command
line. You should have a very long command like this:

sed -e 's/\.//g' -e 's/,//g' -e 's/\!//g' -e "s/\'//g" -e "s/\"//g" -e
's/-//g' longfile.txt | tr ' ' '\012' | tr [:upper:] [:lower:] | sed -e
'/7$/d' | sort | uniq -c | sort -n | tail -20

This looks very complicated!
Now lets remove the final pipe which is

| tail -20

so you have

IT Learning Centre 31



Linux: A comprehensive introduction

sed -e 's/\.//qg' -e 's/,//g' -e 's/\!//g' -e "s/\'//g" -e "s/\"//g" -e
's/-//g' longfile.txt | tr ' ' '\012' | tr [:upper:] [:lower:] | sed -e
'/~$/d' | sort | uniq -c | sort -n

Remember that you can use the up arrow and backspace keys to do this. There is no
need to type anything in. This time the output shows all the words in the file, not just
the 20 most frequent. Now let's remove

| sort -n
and see what happens

sed -e 's/\.//qg' -e 's/,//g' -e 's/\!//g' -e "s/\'//g" -e "s/\"//g" -e
's/-//g' longfile.txt | tr ' ' '\012' | tr [:upper:] [:lower:] | sed -e
'/7$/d' | sort | uniq -c

Now the list is sorted alphabetically rather than numerically. Again, remove the final
pipe,

| uniq -c
and see what happens.

sed -e 's/\.//g' -e 's/,//g' -e 's/\!//g' -e "s/\'//g" -e "s/\"//g" -e
's/-//g' longfile.txt | tr ' ' '\012' | tr [:upper:] [:lower:] | sed -e
'/7$/d' | sort

Now you should see an alphabetical list of all the words, but with multiple occurrences
of many words.

Remember you can always add
| less

on to each version of the command so that you can look at the output a screenful at a
time.

The uniq command (which is very useful) removes duplicates, and with the -¢ option,
adds a count of the number of times it has found a match. Now remove the final pipe,

| sort
again so that you have

sed -e 's/\.//g' -e 's/,//g' -e 's/\!//g' -e "s/\'//g" -e "s/\"//g" -e
's/-//g' longfile.txt | tr ' ' '\012' | tr [:upper:] [:lower:] | sed -e
I/As/dl

This time you have all the words in the file with one word on each line but in the order
they appeared in the original file, not sorted alphabetically. You can read the contents
of longfile.txt if you want to check this. Now again remove the last pipe again

| sed -e '/"$/a’

and see what the output looks like.
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sed -e 's/\.//qg' -e 's/,//g' -e 's/\!//g' -e "s/\'//g" -e "s/\"//g" -e
's/-//g' longfile.txt | tr ' ' '\012' | tr [:upper:] [:lower:]

The file no longer contains any blank lines. If you haven't already add | less on to
this version and the previous version to compare. Again, remove the final pipe,

| tr [:upper:] [:lower:]
and see what happens.

Did you notice that some uppercase letters appeared? The tr command allows you to

translate either classes of characters (such as all uppercase characters) or individual
characters to something else. In this case we are translating all uppercase characters
to their lowercase equivalent. Now remove the final pipe again.

sed -e 's/\.//g' -e 's/,//g' -e 's/\!//g' -e "s/\'//g" -e "s/\"//g" -e
's/-//g' longfile.txt | tr ' ' '\012

Now you should see the file with many words on each line. In this case we have used
tr to translate all space characters to the newline character. The first command -
which is very complicated - removes some punctuation from longfile.txt.

sed -e 's/\.//g' -e 's/,//g' -e 's/\!//g' -e "s/\'//g" -e "s/\"//g" -e
's/-//g' longfile.txt

This is a complicated command! We are using the sed editor to match and remove
several separate things. Each match begins with -e and involves replacing various
punctuation characters with nothing at all. In some cases the punctuation character is
preceded by “\” because it has special meaning in the sed editor.

THIS COMPLETES THE EXERCISES FOR SESSION TWO
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4 Editors, regular expressions, and shell scripts

Exercise 25 Using gedit

First open a terminal window so that you can use the command line. Using this
window type in

gedit newfile &

and a window like this should appear. This command starts the gedit editor, creates a
file called newfile and returns you to the shell prompt.

Untitled Document 1 - gedit

Open ¥ [+l

Plain Text ¥+ Tabwidth:8 ~ Ln 1, Col1 - INS

The new gedit window you have opened consists of

* a menu bar at the top with Open, New Document and Save buttons. Note that an
expanded menu appears on the bar at the top of the screen.

+ a main window for entering text
If other files are open then you can have a series of tabs in the main window.

You can now enter text in the main window. You can move around the file with the
arrow keys or the Page Up and Page Down keys.
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Try them! Now see if you can enter some text into the file, save the text and quit gedit.
Now start the editor up again with the same file, change the text, save it and quit
again.

A small digression. When you started gedit you entered gedit newfile &. The &
character has a special function. It allows you to start a command and continue using
the terminal window to enter further commands. Technically it is called 'running a
program in the background'. See what happens if you don 't include the & - just type in
gedit newfile. You will need to exit gedit or enter CTRL-C to get back control of the
command line.

A brief summary of some frequently used command line control sequences are
CTRL-C interrupt a running program

CTRL-D send an end of file, ending text input for most Linux/Unix programs
CTRL-Q unfreezes the screen if CTRL-S has been used to freeze it.

CTRL-U deletes the last line typed

CTRL-Z suspends a running program. Use bg to continue running the program in
the background or fg to continue running the program as it was.

Exercise 26 Simple regular expressions

Or finding needles in haystacks! We are going to use the following commands and
shorthand characters..

Command |Description

gedit A simple text editor

grep Print lines matching a pattern.
Options used:
-n display line numbers

-E use extended regular expressions

Regular expression |[Description

shorthand

character

~ Match the beginning of the line
$ Match the end of the line

Have a look at the file HAYSTACK. It's going to be easier to look at it in gedit so enter
cd
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gedit HAYSTACK &

from a terminal window. If the line numbers are not displayed on the left side go to
"Edit — Preferences and select 'Display line numbers'. We'll spend more time looking at
gedit in the next session, but for now we're going to use it to show the contents of a
file.

Have a look at the file. There are many lines of text with mostly the word 'hay' none or
more times. There are some needles hidden in there, as well as some nedles, neeedles
and noodles.

A simple search
grep -n -E needles HAYSTACK

will show all the occurrences of needles in the file.
grep -n -E “needles HAYSTACK

will show the lines that contain needles right at the beginning of the line. The search
grep -n -E needles$ HAYSTACK

will show only the lines that have needles at the end of the line.

How would you search for a line which contains only one occurrence of needles and
nothing else?

See the Answers section to find out.

Exercise 27 Regular expressions with spaces

Command |Description

grep Print lines matching a pattern

Regular expression |Description

shorthand

character

\s match white space

\b match a word boundary

\B match a non-word boundary

+ matches one or more of the previous character

Sometimes words at the beginning of a line are preceded by white space (either a tab
or a space). Regular expressions have many character shorthands which allow us to
make general searches. In this example we use '\s' to match a single white space
character.

grep -n -E '“\sneedles' HAYSTACK

to find all the lines that begin with a single white space and then needles.
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What if there are multiple spaces? We can use the '+' character which will match one
or more instances:

grep -n -E '“\s+needles' HAYSTACK
How many lines end with one or more white spaces?
grep -n -E '\s+$' HAYSTACK | wc -1
Note that this time, we haven't restricted the search just to lines ending in needles.

In some places hay and needles have been run together. To find only the places where
needles is separate from hay use

grep -n -E '\bneedles\b' HAYSTACK

This is a particularly useful search because it means we don't have to worry about
matches for beginning and ends of lines. Incidentally we can reverse this by using the

grep -n -E '\Bneedles' HAYSTACK
and
grep -n -E 'needles\B' HAYSTACK

which will find instances where needles are joined to hay either at the beginning or
end of the word.

What happens if you use
grep -n -E '\Bneedles\B' HAYSTACK

See the Answers section.

Exercise 28 Finding noodles

Command |Description

grep Print lines matching a pattern

Regular expression |Description
shorthand
character

| give alternative matches

matches one or more characters

{} specifies a number of matches

Looking at the contents of HAYSTACK, we can see that there are words similar to
needles - noodles, nedles and neeedles. How can we find them all?

We could use the alternation character: '|' to find needles or noodles.
grep -n -E 'needles|noodles' HAYSTACK

This is a little restricted as we may need to specifiy many alternatives. Try this:
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grep -n -E 'n.{0,2}dles' HAYSTACK
This will match all strings that
+ start with 'n'

e have 0, 1 or 2 characters before 'dles'

Exercise 29 Changing what you've found.

This is slightly more challenging

Command |Description

grep print lines matching a pattern

sed a stream editor; it allows you to change the contents of a file
and is often used in piped commands.

Options used:
-r Use extended regular expressions in a search
-e Add the script to commands to be executed

s/find/replace/g Change the string specified by find, by
string specified by replace. The g at the end stands for
global - on each line, all occurrences of the find string are
replaced. Without this option only the first occurrence
would be changed.

cat print files on the standard output

diff compare files line by line, displaying the differences

Use the above to change all occurrences of nedles, needles, and neeedles to noodles.
Check that

grep -n -E 'ne{0,3}dles' HAYSTACK
finds all occurrences of nedles, needles and neeedles in HAYSTACK. Then enter

sed -r -e 's/ne{0,3}dles/noodles/g' HAYSTACK | cat -n

The '| cat -n' isn't necessary, but adds line numbers to the output to show which
lines have been changed.

Note that the regular expression used by sed is the same as the one used by grep.
This is a particularly useful feature of regular expressions.

Finally, send the output to a new file, NEW_HAYSTACK.
sed -r -e 's/ne{0,3}dles/noodles/g' HAYSTACK >NEW_HAYSTACK

All your nedles, needles and neeedles should now be noodles! You can compare the
two files with

diff HAYSTACK NEW_HAYSTACK
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SHELL SCRIPT EXERCISES

Exercise 30 An example shell script

We're going to download a small file containing a bash shell script and change it.
Enter

wget http://www.stats.ox.ac.uk/pub/susan/linux/small.sh

in the terminal window. This command will copy the file small.sh from my website to
your Ubuntu desktop. Use the 1s command to check this. You may need to make it
executable with

chmod +x small.sh

Now enter
./small.sh

and see what output appears. Now start editing the file with
gedit small.sh &

and change “Hello” to “Goodbye”, save the file and quit. Then run the file again to see
what happens.

This completes the exercises on regular expressions. This is a very brief introduction:
they are a powerful and flexible tool.

Exercise 31 Developing your first shell script

You are now going to create your own version of the hello script. In the terminal
window type in the following command and an editor window should appear:

gedit hello &

+ Type in the first version of the script - you need the two lines in the box above.

#!/bin/bash

echo "Hello world"

» Save the script - the file will be called “hello”
* In the terminal window enter the command
chmod +x hello

Remember how files have properties associated with them? One such property is
whether a file is executable. If a file is executable, you can run it (like a .exe file in
Windows).

chmod +x file

makes file executable by all users (hence a+x).

Now let's run the script. It is located in your current directory called . so we type:
./hello

You should see the output
Hello world
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When you have a working version of the script copy your file “hello”to a new file
“hellol” so that if a later version stops working you can revert to a previously working
version.

cp hello hellol

Version 2 of the script

#!/bin/bash
echo "Hello S$1"

New concept: you can choose who to greet using a command line argument. This is
interpreted by the script with $1 .

* Now edit the file so that it looks like the version 2 of the script
* Run the script with a command line argument and check that it works
./hello Marge
You should see the output
Hello Marge
Again copy the “hello” file to a new file “hello2” to save a known working version.

Now repeat these steps for the four further examples:

Version 3 of the script

#!/bin/bash
for name in $*
do
echo "Hello $name"

done

New concepts:
+ $* matches all the arguments entered on the command line

* the for name in 1list construct is particularly useful for operating on command
line arguments. The variable $name is assigned to each argument in turn and then
evaluated when used with echo .

After editing the file to make the above changes, run the command
./hello Bart Lisa Maggie

This should produce the output
Hello Bart
Hello Lisa

Hello Maggie
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Version 4 of the script

#!/bin/bash
if [ $# -eq 0 ] ; then
echo "No one to say hello to"
exit 1
else
for name in $*
do
echo "Hello $name"
done

fi

New concepts:

* $# contains the number of arguments supplied. You can check this by adding the
line

echo $#
above the line beginning if [ $# eq O ...

» Control flow - the idea that you can choose what happens next based on a condition
being met - is introduced using if expression then else fi.

* exit 1 causes the script to stop
After editing the file to make the above changes, run the command
./hello
You should see the output:
No one to say hello to
Now run the command for name in list
./hello Homer Marge Bart
which should produce the output
Hello Homer
Hello Marge
Hello Bart

as in version 3.
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Version 5 of the script

#!/bin/bash
if [ $# -eq 0 ] ; then

read people
echo S$people
else
people=§*
fi
for name in $people
do

echo "Hello S$name"

done

echo "No one to say hello to"

echo "Please enter people to greet"”

New concepts:

* Prompting for input from the script. Instead of stopping when no command line

arguments are supplied the program now prompts for input. The name or names
supplied are stored in the variable people. At this point the names are stored in one
of two places so the else clause is used to move the contents of the command line

argument to the variable people.

+ The for name in loop now uses people rather than $* for this list of names.

Make the above changes and run the command

./hello
now produces the output
No one to say hello to
Please enter people to greet
enter the names:
Homer Marge Bart
and hit return.
you should see
Hello Homer
Hello Marge
Hello Bart
Running
./hello Homer Marge Bart

will also produce

42

IT Learning Centre



Linux: a comprehensive introduction

Hello Homer
Hello Marge
Hello Bart
Now for you to try a couple of things.

» Create a test within the for loop to check for a particular name - say Homer - and
change the message for this name. Hint: the test might look something like this.

if [ $name == "Homer" ]

* Create a small file called Names containing a few names. Now run the following
command:

cat Names | xargs ./hello

Note how easy it is to change where the input comes from. You can download an even
longer list of names from here using

wget http://www.stats.ox.ac.uk/pub/susan/linux/Simpsons

Before you move on to some more complicated scripts I would like you to consider
how you could solve this problem in Windows.

Version 6 of the script
The final version of this script introduces a slightly more complicated concept.

#!/bin/bash
if [ $# -eq 0 ] ; then
echo "No one to say hello to"
echo "Please enter people to greet"”
read people
else
people=§*
fi
for name in S$people
do

echo "Hello “echo $name rev "

done

New concept:

The line beginning echo “Hello ... has been changed. Looking at this in more detail
shows that the there is " (backquote) character before echo $name and after rev. This
means that echo $name | rev is executed before being displayed on the screen. The
effect of this is to pipe the output from echo through the program rev, which simply
reverses the output.
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The backquote is found at the top lefthand side of the keyboard next to 1.
Running the command:

./hello Homer Marge Bart
will produce the output

Hello remoH

Hello egraM

Hello traB

that is the names have been reversed.

Exercise 32 File manipulation scripts

We are now going to look at some scripts to create and copy files. This script will
create several files similar names.

#!/bin/bash
first=$1
last=$2
root=$3

while [ $first -le $last ]; do
touch SrootS$first
let first=$first+l

done

Save this in a file called create, give the file execute permission and then use
./create 1 4 newfile

which would create four files called
newfilel newfile2 newfile3 newfile4

A while loop is used to repeatedly create files until the number specified is reached.
The line let first=$first+1 adds one to first each time the loop is executed.

Change this script to check that the right number of command line arguments have
been given. Print out a message and stop if there aren't three arguments.

Now we will look at a script to copy all files with the same root to another name.
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#!/bin/bash

let n=1

for file in $1%*; do
cp $1$n $2$n
let n=$n+l

done

So assuming the script is in a file called mycopy
./mycopy newfile test
All files called newfilel ... newfilen will be copied to testl ... testn.

Try it. What does the $1* in the line beginning for file ... do? Change the script so that
the new file name has a dot between the name and the number. [This is very easy!]

[More difficult.] Change the script so that the new file name has a dot after the
number and then the date of the form 03Mar13 so that the files look like
testl.27Febl3 ...

You will need to look at the date command - use date --help or man date and Version
6 of the hello script. The answer is below.

Concluding Remarks:

These exercises can only scratch the surface of what can be done with the command
line and shell scripts. Don't expect everything you've seen today to sink in. Working
with command lines takes some getting used to and the best way to learn is by lots of
doing. For now, simply take away the ideas of what this environment is capable of.

THIS COMPLETES THE EXERCISES FOR SESSION THREE
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5 Using remote computers

Sometimes you will need to access a remote computer. This may be from home to a
Department system, or from a desktop computer to a more powerful computer.

Exercise 33 Setting up access to IT Services Linux system
First you need to set up access to the IT services Linux system.

Go to https://www.it.ox.ac.uk/ and click on ‘Manage Accounts’ on the left side of the

bar at the top of the page. You will need to use your Single Sign-On (SSO) account to
sign on.

You should see a page displaying accounts you can register for and services you can
use. In the ‘Other facilities available’ section, you should see ‘Manage linux shell
account’.

Self-Registration Home Page

|Y0u already have all the accounts you can register for.

|The following account options are available:

Change an SSO (Webauth) password
(The password for your Oxford SSO account "hutchins” expires on 02-Jun-2017)

Change a Remote Access (Eduroam WiFi/VPN) account password
(The password for your Remote Access account “hutchins” expires on 30-Jun-2017)

Set, update or view Nexus mailbox settings

The following TSM Backup options are available:
Register a computer for TSM backup

De-register a TSM Backup client

Move a TSM client from desktop to server backup

Change a TSM client's password or contact email address
Add or remove a weekly schedule for a TSM desktop/laptop client
View TSM client details, recent activity, scheduled backups or data held on tape

| Other facilities available:

View the data about you held in the Registration database

Register for and download site-licensed software (Sophos, VPN, SPSS, NVivo, eic) urpat
Modify an alternative email address

Register an ORCID identifier

Change a Chorus OpenScape password or a Voicemail password

Manage web space

Wanage linux shell account

Click on this link and you should now see the screen to activate the account.
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Your shell account is not currently active.

Use the button below to activate your shell account.

P
(Activate shell acmurﬂ)
"'I-..___________..-l"'

If you are asked to choose a shell, make sure you choose /bin/bash.

Exercise 34 Using ssh

Now that the account has been enabled, you can log on.

Command |Description

ssh ssh connects to a different Linux/Unix system.

Use

ssh SSO@linux.ox.ac.uk

at the login prompt enter your SSO and password. So if your SSO is co111234 you
would type in

ssh colll234@linux.ox.ac.uk

You should see a screen like this:

ubuntu@ubunktu: ~

ubuntu@ubuntu:~5 ssh hutchins@linux.ox.ac.uk

hutchins@linux.ox.ac.uk's password:

Last login: Fri Jan 13 12:03:30 GMT 2017 from cpc69061-oxfd26-2-0-cust813.4-3.ca
ble.virginm.net on pts/54

The programs included with the Debian GNU/Linux system are free software;

the exact distribution terms for each program are described in the

individual files in Jusr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

News about the system is updated periodically; a list of unread items
is displayed when you log in. Type "news -p" to display any unread
articles. Type "man news" for more information about the news command.
hutchins@raven:~$ |j

The commands that you have used on the live Ubuntu, will also work on this system,
although it is running a different Linux distribution. It is running Debian Wheezy.
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Use the ed, wget and tar commands from Exercise 14 to download the files to this
server.

cd
wget http://www.stats.ox.ac.uk/pub/susan/linux/LinuxFiles.tgz
tar -xvzf LinuxFiles.tgz

Make sure that commands are behaving in the same way by using examples from
previous exercises.

Command |Description

ssh ssh connects to a different Linux/Unix system.

Options used:

-X Allow X11 forwarding.

It is possible - and sometimes necessary - to open a graphical application on the
remote system. To do this logout and log back in again with

ssh -X SSO@linux.ox.ac.uk

On linux.ox.ac.uk enter

xclock &

You should see a window like this appear:

\

NB this may not work on a Live Ubuntu system.

Exercise 35 Copying files between systems

As well as logging on to remote systems, it is often necessary to copy files and
directories from one system to another.

Command |Description

scp Copy files and directories between systems.

You will need two terminal windows open.
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» The local live Ubuntu
« A remote session on linux.ox.ac.uk

On lipux.ox.ac.uk, create a new directory to store the files and directories you will be
copying.
cd
mkdir Copies
Use 1s Copies to make sure it is empty.
Now in the local live Ubuntu terminal type in
scp HAYSTACK SSO@linux.ox.ac.uk:~/Copies/.
Make sure you type the command exactly as it appears.

The command is quite complex so each component is explained in detail here:

scp command Description

scp Copy files and directories between systems.

HAYSTACK Name of file to be copied.

SSo Username on remote system. Replace by your single
sign-on.

@ Location indicator.

linux.ox.ac.uk |Name of remote system

Separator between remote system name and location
of file.

~ A short cut which refers to your home directory.
Useful if you don’t know the path to your home

directory.
/Copies/ The directory where the file will be stored
. “.” indicates that the file will be given the same

name as the original.

Now in the linux.ox.ac.uk terminal use
1s Copies
to make sure the file has been copied.

See if you can copy HAYSTACK from the live Ubuntu session to the same location but
with a different name.

See if you can use wild cards to copy all the files beginning foo2 from the Wildcards
directory to the same location and with the same name.

Use 1s copies on linux.ox.ac.uk to make sure the files have copied successfully.
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In both cases, see the Answers page for a suggested solution.
Finally, remember that wget will download datasets available from the web.

Exercise 36 Copying directories between systems

scp command Description

scp Copy files and directories between systems.
Options used:

-r recursively copy the contents of a directory

Files Name of directory to be copied

On the local live Ubuntu terminal enter
cd

scp -r Files S$SO@linux.ox.ac.uk:~/Copies/.

On the linux.ox.ac.uk terminal check that the directory and contents have been copied.

Exercise 37 Managing sessions on remote systems

Command |Description

screen Connect and disconnect from a session, possibly from
multiple locations, and allow long-running processes to
persist without an active shell session.

Options used:
-r reattach a screen session

-list display all screen sessions

In the linux.ox.ac.uk terminal use
screen

to start the screen session. You should see a window like this:
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ubuntu@ubuntu: ~

Screen version 4.01.00devel (GNU) 2-May-06

Copyright (c) 2010 Juergen Weigert, Sadrul Habib Chowdhury

Copyright (c) 2008, 2009 Juergen Weigert, Michael Schroeder, Micah Cowan,
Sadrul Habib Chowdhury

Copyright (c) 1993-2802, 2003, 2005, 2006, 2007 Juergen Weigert, Michael
Schroeder

Copyright (c) 1987 Oliver Laumann

This program is free software; you can redistribute it and/or modify it
under the terms of the GNU General Public License as published by the Free
Software Foundation; either version 3, or (at your option) any later

[Press Space for next page; Return to end.]

Press return and you should see the standard prompt. Now use wget to get the script
you will be using

cd

wget https://www.stats.ox.ac.uk/pub/susan/linux/my date.sh
Permanently change the permissions, so that the script can be executed.

chmod +x ./my_date.sh

Have a look at the my_date.sh script to see what it does. Don’t worry if you can’t
understand every line.

cat my date.sh

#!/bin/bash

# Ask for name.

# Repeatedly output the name and date, waiting 15 seconds.
# Terminate after 15 minutes.

echo "Please type in your name"

read name

start="date +%s”

now=$start

while (( (( S$start + 900 )) > S$now )) ;

do
echo "Hello $name, the time now is “date™"
sleep 15
(( now += 15 ))

done
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The script displays the date and time every 15 seconds for 15 minutes. Run the script
interactively to watch what happens.

./my_date.sh

Watch the output appearing for a minute or so. You should see something like this:

M 2 susan@desktop: ~

hutchins@raven:~$ ./my date.sh

Please type in your name

Susan

Hello Susan, the time now is Mon Jan 23 17:30:08 GMT 2017
Hello Susan, the time now is Mon Jan 23 17:30:23 GMT 2017
Hello Susan, the time now is Mon Jan 23 17:30:38 GMT 2017

Now we are going to detach from the screen session so that the script will continue
running but we will logout of linux.ox.ac.uk. To detach from the screen session use

~CTRL-a d
That is, hold down CTRL and a, then press D. You should see a message
[detached from XXXX.pts-XX.raven]
where each X is a digit.
You can check what screens you have with
screen -list
and should see something like this:
There is a screen on:
6144 .pts-30.raven (01/23/17 17:29:58) (Detached)

1 Socket in /var/run/screen/S-hutchins.

Logout from linux.ox.ac.uk
exit

Perhaps from another desktop (swap with your neighbour!), log on again to
linux.ox.ac.uk

ssh SSO@linux.ox.ac.uk
replacing SSO by your single sign-on.
Reattach the screen
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screen -r

and you should see the list of times with no interruption.

susan@desktop: ~

Susan, the time now i 17:30:08 GMT
Susan, the time now i ‘ 17:30:23 GMT
Susan, the time now i 17:30:38 GMT
Susan, the time now i 17:30:53 GMT
Susan, the time now i 17:31:08 GMT
Susan, the time now i ‘ 17:31:23 GMT
Susan, the time now i 17:31:38 GMT
Susan, the time now i 17:31:53 GMT
Susan, the time now i 17:32:08 GMT
Susan, the time now i 17:32:23 GMT
Susan, the time now i 17:32:38 GMT
Susan, the time now i 17:32:53 GMT
Susan, the time now i ‘ 17:33:08 GMT

This is a slightly contrived example. In general output from long running jobs is best
saved in a file rather than displayed on the screen, as there limits to the amount of
data that a terminal displays. However, the technique for detaching the screen and
logging out is the same.

Concluding Remarks:

Accessing remote computers is a common requirement for Linux users. On Windows, a
small application called PuTTY provides a secure means for logging on the a Linux
system. On Macs, use the terminal window.
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6 Answers
Session 1

Exercise 3 Try Dash — Files

Exercise 4 For each application a small white arrow appears to the left of the icon
on the dash.

Exercise 4 Keyboard shortcuts
To create keyboard shortcuts to switch between desktops
1. Open System Settings -> Keyboard
Click on Navigation
Scroll down until you find Switch to workspace 1
Click on Disabled

Hold down the Ctrl key and press F1 (on the top lefthand side of the
keyboard)

Now right click on Switch to workspace 2
Set this to Ctrl and F2

Do this for workspace 3 and workspace 4 ...

o W

e

Click on X to save the changes.

If you now hold down the Ctrl key and press F2 you should switch from
Desktop 1 to Desktop 2

Exercise 13 You can also create files in /tmp.

Session 2

Exercise 16 Finding a drawing application
This is straightforward:

apropros draw

lodraw (1) - LibreOffice office suite

unity-panel-service (1) - program for drawing the panel with the unity
shell.

and there it is
lodraw (1) - OpenOffice.org office suite

If you enter lodraw & on the command line the application will start.
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Exercise 17 Reading a file called *star
cat \*star
cat “*star”

are both possibilities. A \ (backslash) is an escape character which stops the star
being interpreted as a wildcard. Surrounding file names that contain special
characters with quotation marks often work. There may well be other ways to do this.

Changing to a directory called Open This.

cd ..

cd Open\ This

but again there will be alternatives.

Reading a file called -ReadMe. Again there are lots of possibilities
cat ./-ReadMe

cat -- -ReadMe

both work. In the first suggestion (cat ../-ReadMe) using a relative path overcomes
the problem of the leading dash; in the second (cat -- -ReadMe) the cat command is
given an extra option of two dashes which alerts it to the fact that the filename starts
with a dash. Both these options work with the more and less commands too. Similarly
to delete the file use

rm -- -DeleteMe
rm ./-DeleteMe

Excercise 19 Wildcards
1s foo? matches
fool foo2
1s foo2* matches
foo2 fo020 foo2bar
1ls foo[1l-2] matches
fool foo2
To match just the files f0020 and foo2bar use
1ls foo2?*
To use wc -1 just to display the files with a 1 in their name.

we -1 *1%*
Exercise 20 Searching and sorting

Use grep -i melon to find all occurrences of melon whatever the case.

Use sort -r fruit veg to reverse the order of the sort.
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Exercise 21 Pipes and redirection

Use du -sk /usr/bin/s* | sort -n | tail -5 to find the 5 largest files beginning
with 's'.

Exercise 23 Merge information from different files

awk '{print "A", $2, "eats"}' creatures | paste -d" " - veg

Session 3
Exercise 26 Simple regular expressions
grep -n -E "“needles$ HAYSTACK

will find all lines with just one occurrence of the word needles with no white space
either before or after. We'll look at how to match white space in the next set of
exercises.

Exercise 27 Regular expressions with spaces

No matches are found, because this search is looking for matches where needles has
characters both before and after it - hayneedleshay for example - and there are no
instances of this in HAYSTACK.

Exercise 32 File manipulation scripts
cp $1$n $2%n. date +%d%b3y”

Session 4

Exercise 35 Copying a single file between systems
scp HAYSTACK sso@linux.ox.ac.uk:~/Copies/HAYSTACK2

scp foo2* sso@linux.ox.ac.uk:~/Copies/.
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Minor updates - replace Usenet with StackExchange
Updated for Ubuntu 14.04 (Trusty Tahr)
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Minor corrections and checking. Regular expressions.

Major changes to Section 4: replaced software installation with remote
access to linux.ox.ac.uk.

Added branded front page
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